
 
 

Image Forensics Evidence Potential 

 
Images are the most common form of forensic media and are most commonly used in providing clarity as 

to a sequence of events or the individuals involved. The aim of this paper is to educate on some key 

processes which extract significant information from images. 

Image evidence can come in many forms, for instance: 
 

- Photographs taken with a digital camera; 

- Photographs taken using a mobile phone; 

- Frame captures from a CCTV system; 

- Frame captures from a Body-worn camera; 

- Image downloads from social media; 

- Images sent via SMS. 
 

Although the capture devices differ, once extracted to a forensic workstation the properties and therefore 

the potential of images is the same, regardless of origin. The rest of this paper will answer some of the 

biggest questions related to photographic evidence: 

- Has the image been edited? 

- Can the quality of the image be improved? 

- Can an individual within a recording be identified/eliminated? 

- When and where was the image taken? 

 

Question 1: Has the image been edited? 

Answer: Authentication 

 

The editing of images is far and away the most common form of manipulation within media forensics, most 

likely due to the availability of tools such as Photoshop (so popular it even has its own verb, “Photoshopping”), 

and the proliferation of photos due to the rise of social media. Portraying somebody in a negative light can have 

far reaching consequences for that person, and can be even more serious if done in relation to a criminal act to 

“Frame” somebody, or to remove them from a photo.  

As this form of manipulation is the most common, it is also the most researched. There are multiple methods to 

reveal any inconsistencies between an original photo and one that has been edited, as every stage of image 

capture leaves a trace relating to the camera with which it was taken, and any anomalies can reveal telling signs 

of a manipulation. Sometimes these may be innocent edits such as rotating a photo, which will leave traces of 

the software used to perform this transform and the date on which this occurred. In such cases the investigation 

will show that although the metadata (data about the data) has changed, the actual content of the image has not. 

In terms of content, there are methods which will reveal where local edits have been made, which can include 

visual analysis of the shadows, perspectives and light sources, or quantitative analysis which looks at the actual 

bits which make up an image. 



 
 
There are generally 3 types of image that are authenticated. 

1) An image with the purported camera available. 

It can be of benefit to the examination if the camera with which the photograph was taken is available. This 

allows for reference images to be taken and comparisons made between the purportedly manipulated image 

and controlled originals captured during testing. Any discrepancies may be evidence that an edit has been 

made.  

2) An image without the purported camera available, not downloaded from social media. 

Without the original detection of multiple saves, comparison of Quantization Tables against other images 

from the same make and mode camera and metadata analysis is used to determine if an image has been 

edited.   

3) An image without the purported camera available, downloaded from social media or sent through a 

messaging service. 

When an image is uploaded to social media websites such as Facebook, or sent through a messaging service 

such as Whatsapp, it strips the metadata, meaning it is not possible to use that method of analysis to check for 

edits. The analysis is therefore limited but can still be extensive and reveal manipulations. 

Similar to all digital evidence, date stamps should be treated with caution as the time and date settings within the 

camera may have been changed before the picture was taken, to give the impression of being taken on a 

different day to that on which it was actually taken. Any changes to the date stamp made after the photo was 

taken would require some technical working knowledge of how photos store data as there are 3 separate 

locations within the image that dates are available. Inconsistencies between these dates may show that 

somebody has a) edited the photo since it was captured or b) attempted to mislead through changing the dates 

within the cameras metadata.  

There are so many analyses in which changes made to photos become obvious, that it is only those that are 

highly skilled in the image forensics field that might be able to create an undetectable forgery. Generally, the 

would-be manipulator has little knowledge of how the changes they have made are traceable and detection is 

relatively simple. 

 

Question 2: Can the quality of the image be improved? 

Answer: Enhancement 

As far as I know, criminals don’t provide a 5-minute warning to allow optimal camera placement and settings, 

and crimes usually in occur in less than optimal photographic conditions such as poor lighting. It is therefore 

very rare that an enhancement will not provide a better-quality image than the original, even if it is only an 

increase in brightness or contrast. Cameras also sacrifice quality for storage space, which means storing in a 

lossy compressed format such as JPEG, which can limit the potential of an enhancement.  The factors are so 

many and varied that the success of an image enhancement is highly dependent on the individual photo. 

 



 
 
Some situations when enhancement can have good results: 

- Images taken in relatively low light levels; 

- Zoom when images have been taken with high resolution; 

- Cropping when the area of interest is small; 

- Blurred number plates due to motion blur; 

- Images with large contrasts between colours. 

Some situations when enhancement will have less than optimal results: 

- Overexposed images (too bright, areas which are completely white); 

- Underexposed image (too dark, areas which are completely black); 

- Low resolution images; 

- Images in which the item/face is too small in comparison to the image size. 

As a rule of thumb, it is always best to ask a forensic image expert for advice in relation to all images used 

within a case and let them inform of the potential of the evidence and whether an enhancement would be worth 

performing in the case at hand. 

Question 3: Can an individual within a recording be identified/eliminated? 

Answer: Facial Mapping 

Facial mapping (also referred to as Facial Comparison) is the process of comparing the face of an individual 

within an evidence photo to that of a high-quality reference image. Verden Forensics use morphological analysis 

(the only method recommended by the Scientific Working Group, FISWG), in which the facial features of the 

lower quality image are documented in extensive detail and then compared to the reference image. 

Although some companies may promote techniques in which facial measurements are taken and compared to a 

reference image, in reality, this process will give highly inaccurate results due to the dimensions involved when 

working with poor quality forensic images. The accuracy required for this technique is to the order of 

millimetres, which is just not achievable when working with poor quality forensic images. Add to that the fact 

that suspects rarely look straight into a camera, the difference in angles would also be problematic when 

attempting to take measurements.  

Although identification or elimination is the intended result, there are often occasions when it is not possible to 

any degree of certainty to identify or eliminate a suspect. This result of “no conclusion” can still be beneficial, 

for example in cases where a suspect may have been identified using a single frame extracted from a CCTV 

recording and it is shown through facial mapping that it is not possible to identify a suspect from the image. 

This is probably the most underused application of facial mapping as most people only consider identification or 

elimination and should definitely be applied more in my opinion. So next time somebody claims to have 

identified an individual from an image, always consider whether this is plausible and if necessary contact a 

facial mapping expert for advice. 

 

 



 
 
Question 4: When and where was the image was taken? 

Answer: Metadata 

As mentioned previously, timestamps cannot be relied upon as they may be inaccurate, but if the camera the 

image was captured with is available, the datetime settings can be analysed within the device and comparisons 

made. Without the device it is not possible to determine reliably the time or date a photo was taken.  

In terms of finding the location an image was taken; many cameras and mobile phones now have the option to 

store the GPS data within image EXIF data. If this is activated the location the image was captured is 

documented, and if an entire album is extracted from a mobile phone it can be possible to map an individual’s 

movements based on GPS data from the images. 
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