
 
 

Audio-Visual Forensics Glossary 

The aim of this document is to provide those in the legal profession with a reference document with regards to terms used 

within audio, image and video forensics to aid in their understanding of the field. 

 

Artefact 

Undesirable elements which may occur naturally as part of the encoding process or due to manipulation once the media has 

been encoded. 

Audio Authentication  

The process of determining whether an audio recording is an accurate representation of its origin.  

Audio Channel 

A channel used for audio transmission and storage, for example, recording in 1 channel would result in a mono recording 

whereas recording in 2 channels would result in a stereo recording.  

Audio Enhancement 

The process of improving the quality of an audio recording by various processes such as filters, noise-reduction algorithms 

and de-reverberation. 

Aspect Ratio 

The ratio of width to height within a digital image or video. For example. 4:3 is 4 units in width and 3 units in height. 

Changes to the aspect ratio once an image/video has been captured will alter the dimensions of objects within the 

image/video so should not be practiced.  

AVI 

Audio Video Interleave. Multimedia file container which stores video and audio data and allows playback of both 

simultaneously.  

Bit depth 

The number of values available for an audio recording to store amplitude information in log 2 format. For example: A 16-bit 

recording will have 65,536 values available to represent the input amplitude, where 0 will represent silence and 65,536 will 

represent the loudest signal level.  

Bit rate 

Combination of the sampling frequency, bit depth and number of channels. For example, a CD has a bit rate of: 

44100 x 16 x 2 = 1,411,200 bit/s 

Bit-Stream Copy 

An exact digital copy of a file by copying the file at the bit level. This is the method used to make working copies to ensure 

the data is the same in both files.  



 
 
Capture 

The initial recording of audio/image/video to a digital medium. 

CCTV System 

Closed Circuit Television System. Arrangement including a camera and lens with equipment required for the surveillance of 

a specific area.  

Chain of custody 

The known movements and processing of evidence, documented chronologically.  

Clipping 

The distortion present when an audio input amplitude exceeds the levels available in relation to the bit-depth. 

Codec 

Compressor/Decompressor. An algorithm to compress and decompress digital information. For example, an MP3 audio 

codec will compress the audio data for storage and decompress it on playback.  

Container 

A container (or wrapper) stores all file information such as the data, codec information and metadata.  

Compression 

Process to reduce the size of a data file. 

Critical Listening 

Analysis of an audio recording through the process of listening intently with studio grade equipment while documenting 

findings.   

Critical Viewing 

Analysis of an image or video recording through the process of viewing intently with studio grade equipment while 

documenting findings.   

Digital Audio 

An audio recording represented by discrete numerical values and stored on a digital medium.  

Digital Image 

An image represented by discrete numerical values and stored on a digital medium.  

Dynamic Range 

The range between the highest and lowest element of audio/image/video. For example, the range between the brightest and 

darkest pixel within an image or the loudest and quietest section of an audio recording.  

DVR 

Digital Video Recorder. The recording system used for CCTV, composed of several inputs from cameras and a Hard-Drive 

to store recordings.  



 
 
EXIF data 

Exchangeable Image File Format. A method of storing metadata within images, such as date captured, GPS co-ordinates and 

camera settings. 

File Extension 

Indication of the characteristics of a file and its intended use, aiding the computer in identifying with which program to open 

the file.  

Extraction 

A method of transferring data from one source to another. For example, extraction of video from a DVR. 

Facial mapping/Facial comparison 

Comparing features of a face within evidence images against high quality reference images to assess whether the 2 

individuals are the same for purposes of elimination, identification or plausibility.  

File Format 

The structure of data within a file. 

Focal Length 

Distance between the optical centre of a lens and the principal convergent focus point. 

Forensics 

The application of science to crime. 

Format Conversion 

To transfer audio/image/video from one type to another. 

Frame Averaging 

The process of removing noise from a video recording by taking the average of multiple frames. 

Frequency  

The number of complete cycles of a periodic wave in a specific amount of time. Usually represented as Hertz (per second). 

Global analysis 

Analysis of audio/image/video to assess the overall data in a holistic sense.  

Hash sum 

A numerical value calculated through hashing algorithms to allow comparison against other data for purposes on ensuring 

provenance. Hash sums are individual to files and no 2 file in the world will have the same value, unless they are bit-stream 

copies of the same file. 

Hex Marker 

Position within a file of certain hexadecimal numbers relating to specific characteristics of a file. For example, the FFD8 

marker indicates the start of JPEG picture data. 



 
 
Hex File Format 

System of hexadecimal numbering used by computers to store machine code information in files. Analysis of Hex data can 

aid in authentication of files.  

Image Authentication 

The process of determining whether an image is an accurate representation of its origin.  

Image Comparison 

Comparing features of known objects within high quality reference images against those within evidence images to assess 

whether the 2 objects are the same for purposes of elimination, identification or plausibility.  

Image Enhancement 

The process of improving the visual quality of an image through processes such as changes to the brightness, contrast and 

sharpening.  

JPEG 

Joint Photographic Experts Group. Lossy compression format of digital images in which the level of compression can be 

adjusted. Works by removing data that has little perceptual impact on the viewer to the quality of the image when lost.   

Local analysis 

Analysis of audio/image/video to assess a specific region of content of the data.   

Lossy Compression 

Digital storage method which sacrifices data for file size. Once a file has been lossy compressed the original data cannot be 

recovered. 

Lossless Compression 

Digital storage method which reduces file size in a manner that allows the original data to be restored.  

M4A 

The container used to store MPEG4 files when there is only audio present.  

MAC Times 

MAC (Modified, Access, Created) times show the temporal information related to the file in question. They can be viewed 

in the properties tab of a file on a windows system and can provide guidance as to a timeline for the evidence file.  

Metadata 

Data about data. It can include information about the files format, size, length and encoding time amongst other things.  

MP3 

Perceptually encoded lossy compression format of digital audio files. It reduces the size of files by removing all data that is 

not perceived by the human ear due to being above the limits of our frequency range or masked by other sounds within the 

recording.  



 
 
MP4 

Container format used to store video and audio, but can also contain subtitles and images.  

Noise 

Any element of audio/image/video that is undesired. For example, the sound of traffic within a speech recording.  

Original Image 

The first version of an image in its original format.  

Original Recording 

The first version of a recording in its original format.  

Overexposed 

The image/video equivalent to digital clipping, where the input exceeds the levels available for storage and the result is a 

recording that can be considered too light. For example, a pixel with storage values of 0 – 255 (where 0 represents black and 

255 represents white), will be overexposed if the input is over 255, resulting in the input being represented as 255. This can 

cause large areas of white within an image.  

Pixel 

Picture Element. The smallest visual unit within a single cell in a grid to represent an image. 

Photogrammetry 

Method used to extract measurements from an image, such as the height of an individual. Utilizes trigonometry to compare 

objects of known height (such as a door frame) against other elements within the image.  

PNG 

Portable Network Graphics. The most popular lossless compression format for images. The format of choice when working 

with images. 

Proprietary file format 

A file which is encoded in a manner that is specific to a brand or product. This type of file can often only be opened with 

specific software provided by the company who developed the format.  

Provenance 

The origin of evidence.  

Resolution 

The number of pixels within an image/video. For example: 1920 x 1080 will have a width of 1920 pixels and height of 1080. 

Higher resolution should result in higher quality image/video.  

Sample rate/frequency 

The number of samples of audio taken per second, represented in Hertz. Higher sample rates should result in higher quality 

audio. Telephone sample rate is 8000Hz, while CD quality is 44100Hz.  



 
 
Samples 

Digital representations of the acoustic environment. The audio capture device takes “samples” of the real-world at a rate 

determined by the sample rate.  

Sharpening 

Enhancing the high frequency components of an image/video to improve the clarity of edges. 

Signal to Noise ratio 

The ratio of the desired signal to the undesired background noise, represented in dB. The larger the signal to noise ratio, the 

clearer the image/audio/video will be. 

Spectrum 

The visual representation of the relationship between a signals amplitude and frequency components.  

Uncompressed format 

A format which has undergone no form of compression, such as uncompressed AVI & WAV. 

Underexposed 

Occurs when the input is lower than the lowest value available for storage within an image/video pixel, resulting in a 

recording that could be considered too dark. Usually due to incorrect camera settings such as no flash or wrong ISO.  

Video Authentication 

The process of determining whether a video is an accurate representation of its origin.  

Video Enhancement 

The process of improving the visual quality of a video through processes such as changes to the brightness, contrast and 

sharpening.  

Video Stabilisation 

Changing the position of individual frames in relation to each other within a video recording to prevent the movement of an 

object on playback.   

WAV 

Format developed by Microsoft for storing audio, usually utilizing uncompressed settings (Linear Pulse Code Modulation), 

although can also store compressed recordings. The format of choice for audio (if uncompressed).  

Working copy 

An exact digital copy of the original evidence used for analysis to maintain the provenance and chain of custody of the 

original. 

Write blocker 

Software or hardware used to prevent a computer writing to an externally attached device as to keep the evidence device in 

its original form, maintaining the provenance.  
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