
 
 

Optimising Evidence Potential 
Due to the nature of forensics (operating after-the-fact), the method of capture for audio, image and video 

recordings are usually out of our hands. That being said, there are still ways in which the handling of evidence 

can be optimized so as to reach its full potential during forensic examination.  

Documentation 
 

All information regarding the evidence should be documented as soon as possible to assist the investigation. 

This may should include but is not limited to: 

- Recording Date; 

- Recording Time; 

- Location; 

- Capture device; 

- Time offset of the device (e.g. how slow/fast the clock on the device is in relation to the talking clock); 

- Availability of capture device (in-case forensic testing is required); 

- Any known changes to the evidence; 

- Whether the evidence is original or a copy. 

Evidence Handling 
 

To create the best conditions for evidence to be optimized, recordings should be output in the highest quality 

possible. Once the evidence is obtained the file should not be renamed, edited or changed from its original 

format Creating a folder to store the evidence and zipping the file with lossless encoding is a good practice to 

ensure this. It may be tempting to reduce the file-size so it can be transferred via email, or change a video 

extension in an attempt to force play-back in your favourite media player, but this will only cause problems later 

on. At best it will provide less than optimal results, and at worst will result in inadmissible evidence.  In an ideal 

world a write-blocker should be used, but this is often not practical unless being performed by a forensic expert.  

Audio 

Best case scenario:  

- Uncompressed format such as WAV; 

- Minimum Sample Rate of 44100kHz; 

- Minimum Bit-Depth of 16 Bits. 

Formats such as MP3 are lossy compressed, meaning they sacrifice quality for a reduced file size and the data 

which is lost is not able to be recovered (hence the term lossy). 

 

 



 
 
Image 

The most well-known format for images to found is JPG. Similar to MP3, this is a lossy format. The artefacts 

this process leaves behind can cause the image to look blocky, or in the case of MPEG (The video form of 

JPEG), blocky video.  

Best case scenario 

- Uncompressed format such as PNG  

Video 

Although this is sometimes not possible, with Digital Video Recorders (DVR’s), which contain CCTV 
evidence, there are often multiple options for exporting the file.  

Best case scenario: 

- Uncompressed format such as AVI; 
- Maximum resolution. 

In a worst-case scenario, the recording may have already been coded in a format and it is not possible to change 
this. If in doubt, check the difference in file sizes. Larger files will contain more information so usually contain 
the highest quality evidence. 

 

Information Clarification 
 

When deciding on how best to get the information required from the evidence, it is often best to talk with a 

forensic expert as they will know the best method to retrieve and present the information. For example, the 

enhancement of CCTV footage of a fight may show the events, but the expert may recommend reducing the 

playback speed and extracting and enhancing the frames relevant to the event. If there are certain time-offsets in 

which events occurred these should be made available to the forensic examiner. 

Conclusion 
 

The guidelines presented in this paper are designed to serve as a reference document for all involved in the 

handling of audio-visual evidence. It is hoped that where possible evidence of the highest quality will be 

obtained, leading to garnering as much information as possible from the evidence after analysis by a media 

forensics expert.  
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