
 
 

Audio Forensics Evidence Potential 

Most criminal and civil cases now involve some kind of digital media evidence due to the proliferation of 

mobile digital devices, whether that be the recording of a phone call, photographs uploaded to social media or 

CCTV evidence. There are many avenues which can be explored in relation to each piece of evidence, and the 

aim of this paper is to educate on 3 key processes which extract significant information from audio recordings.  

Audio evidence can come in many forms, for instance: 

- the recording of a telephone call; 

- the use of an audio recording app within a mobile phone (such as Apple’s Voice Memo App); 

- covert recordings such as an informant wearing a wire; 

- audio that accompanies video recordings; 

- audio from in-home devices such as baby monitors. 

Although the recording devices differ, once extracted to a forensic workstation the properties and therefore the 

potential of audio recordings is the same, regardless of origin. The rest of this paper will answer the biggest 

questions related to audio evidence: 

- Has the recording been edited? 

- Can the quality of a recording be improved to clarify what was said? 

- How can the subjectivity of what was said be minimized for the courtroom? 

Question 1: Has the recording been edited? 

Answer: Authentication 

The first step for an audio recording can often be authenticating the recording (ensuring that the data hasn’t been 

edited in any way). It would be of no benefit to perform further steps with the audio, such as enhancement or 

redaction of speakers if it was later found the audio had been edited at some point since capture, breaking the 

chain of custody and leaving the evidence as inadmissible. In an ideal world, all audio evidence would be 

authenticated before other processes are considered, but this would prove to be costly, so it is often only once 

suspicions are raised that an examination takes place. In a media forensics sense, authentication is defined as: 

“The process of substantiating that the data is an accurate representation of what is purports to be [1]” 

This means the recording should be consistent with having the characteristics of a recording made with the 

device which captured it. This pertains to the file extension, file-type, the way the data is arranged within the file 

and the specific settings of the device. 

Authentication can, amongst other things, detect any edits made to the recording, reveal the software used to 

make the edits, show the location of the edits, and determine the device the recording was made with. Methods 

used by our company are as objective and quantifiable as possible through the use of algorithms developed by 

ourselves, which utilise cutting-edge research obtained from conferences of academic papers.   



 
 
Determining the date and time a recording was made with is a more difficult task as the timestamps reflect the 

settings of the recording device, so it is possible these are set incorrectly. If the device has been seized the 

potential for revealing the date and time is increased through an examination of the settings used by the device. 

In a recent case where there was no access to the recording device, we were able to narrow the date and time of 

recording down through looking at the release and superseded date of an Apple iPhone operating system which 

was used for the recording.  

Question 2: Can the quality of a recording be improved to clarify what was said? 

Answer: Enhancement 

Enhancement is concerned with improving some perceptual aspect of speech that has been degraded, and in 

most applications, the aim is to improve the quality and intelligibility of degraded speech [2]. Reasons for the 

poor recording can be poor telephone transmission, background noise such as traffic, air-conditioning units or 

other speakers or a less than ideal location for the capture device, for example, a person’s pocket.  

Enhancement can certainly improve audio, but the level to which that is possible is largely determined by the 

individual recording. No two recordings are the same, and it is only by listening to the recording can we 

determine and advise on it’s potential. In a recent case involving a recording captured by a baby monitor in a 

child’s bedroom at the time of a break-in, we were able to enhance the recording to the point that the names of 

all 3 individuals were intelligible while the burglars called out to each other. This was done by first reducing and 

removing distortions that were of a high comparative volume to the speech, removing noise present throughout 

the recording, removing the echo (reverb) from the voices as the sound bounced around the house, and finally 

increasing the volume of the recording in the pertinent areas.  

The reasons for enhancing a recording are many, including:  

- minimising discrepancies as to what is said, either by legal representatives or within a courtroom 

through the removal of any noise that has the potential to reduce the quality of the speaker. 

- Improving the playback, for example, the person holding the recording device is always captured at a 

higher volume than everybody else in the recording. Reducing this mismatch allows the recording to be 

played back at a consistent level without having to change the volume, something that isn’t practical in 

a courtroom. 

- Aiding transcription, as recordings that contain large amounts of noise or distracting clicks cannot only 

be unpleasant from a transcriber to listen to but may also affect the accuracy of the transcription. 

If you would like to learn more about audio enhancement, I myself researched and created an audio 

enhancement framework for forensic purposes for other investigators around the world to follow as my final 

Masters Thesis, which can be downloaded on our website.  

 

 

 



 
 
 

Question 3: How can the subjectivity of what was said be minimized for the courtroom? 

Answer: Transcription 

The aim of transcription is to provide a written account of the audio recording. As audio is subjective, one 

individual may hear something different to another. A famous example is “Lady Mondegreen”, or “Laid him on 

the green”. Reducing this subjectivity can prevent any unpredictable outcomes due to people not hearing what 

was said. Transcription is the perfect way to do this.  

The advantages are many:  

- Useful if there are incriminating phrases within the recording. To document what is said provides a 

much more robust and translucent account than the playback of an audio recording; 

- To be a guide for juries and other parties to follow while listening to the playback of the recording, 

reducing subjectivity to that of the professional transcriber rather than the many individuals that may 

listen to the recording; 

- Negates any issues related to sending large media files and playback problems; 

- Ease of navigation. Rather than having to move around a recording to find areas pertinent to the 

investigation, sentences can be referenced by quoting their line number.  

In conclusion, audio forensics is a complex topic, but it is hoped this document has provided a clear account of 

what is possible with your audio evidence, how to maximize the evidence potential and when to look to apply 

these processes.  
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